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Preamble:

This directive applies to all members of the McGill University community that acquire or use Cloud Services for Enterprise Data or
Research Data.

The objectives of this directive ai@

x Ensurehat Personalnformation,personahealthinformation, proprietaryinformationandintellectualproperty (IP)are
protected,;

x Ensure that McGill University complies with applicable laws (&ay.Respecting Access to Documents Held by Public
Bodies and the Protection of Personal Informajiaegulations and standards (e.Bayment Card Industry Data Security
Standard;

x Complement and support other McGill policies, directives, procedures and standards, namely, but not limited to the
following:

x  ProcurementPolicy

X




1.15. “PCl’'meansthe PaymentCardindustry.lt consistf all merchantorganizationsyhich store, processandtransmit
payment cardholder data (e.g., cred#rds).

1.16. “Personal Informatiori, as defined in th@olicy on the Responsible Use of McGill Information Technology Resources
(e.g., any element from student records, employee records, patient records, donor information, and personal health
information).

1.17. “PHI means personal information that relates to the health of a person (e.g., medical, and pharmaceatiods).

1.18. “Protected Enterprise Datg as defined in th&tandard on Enterprise Da@lassification
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https://mcgill.ca/secretariat/responsible-use-it

3.2.

3.3.

3.4.

If you acquire a Cloud Service to store, process or handle gatar(lless if the solution is frigethen the provider

becomes a supplier of the university. If the service provider handles Personal Information, the service provider needs to
incorporate the most recent version of McGill's Privacy Addendum isdgh&act.

Cloud Services for Enterprise Data are assessed and approved jointly for use by Procurement Services and IT Services,
conjunction with Legal Services where required, in accordance with the Cloud Service acquisition process. Such approv:
includes proper due diligence, including the completion of a privacy assessment, IT assessment by IT Services with the
implementation of safeguards, and a contract assessment. The approval assugesgmonitoring by the responsible

unit and observance by Authorized Users of the safeguards pliade.

Cloud Services for Research Data are assessed by the Researcher for use, in conformity with McGill's Research Ethics
Board. The Cloud Services provider must be selected in accordance with the Procurement Policy and the contract must |
signed and reviewed in accordance with the Policy on the Approval of Contracts and Designation of Signing Authority.
Cloud Services for Research Data can only host or access ResearcR&aarchers must ensure proper due diligence,
including the completion of a risk assessment and the implementation of safeguards. Evidence of proper due diligence b




(e.g., Human Resources data) internally or externally, therefore controlling the number of systems hosting sensitive data
to limit cybersecurity exposure.

5. Enforcement [Compliance:

5.1.

5.2.

5.3.

Any data that may have been previously hosted in Cloud Services that violate this directive needs to be relocated
promptly to a service that is compliant with this directive and/or use of the cammpliant service shall be discontinued.
Theresponsiblaunit mustensurethat dataon the non-compliantCloudServicehasbeendeletedoncethe relocationis
completed.

Anyviolation of the provisionsof this directivemayleadto a disciplinaryoffenceand, whereappropriate,shallbe dealt

with under the regulations, policies, code, or collective agreement to which the Authorized Ysbjeist.

If you acquire or use a Cloud Service and bypass the Cloud Service acquisition process, your responsible unit and yours
as an individual, are accountable and responsible for any resulting data breaches and security incidents related to this



