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1.2.

1.3.

1.4.

1.5

1.6.

1.7.

“Availability” means the assurance of timely and reliable access to McGill IT Resources for their
intended use.

“Broadcast Communications” means email or other electronic communications transmitted
through McGill IT Resources to a collection of electronic addresses, including, but not limited to,
Yammer, listservs, distribution lists and class lists.

“Confidentiality” means the assurance that IT Credentials or Data can only be accessed by
Authorized Users or authorized systems.

“Confidential Data” means information whose protection and use is mandated and governed by
law, regulation, industry requirement, contract or any McGill regulation, policy or directive
because of its sensitive nature, including, but not limited to, Personal Information.

“Data” means digital information stored in or transmitted through McGill IT Resources and
includes documents, files, databases, emails and multimedia.
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1.16.  “Security” means the protection of Confidentiality, Integrity and Availability of McGill IT
Resources.

1.17.
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or
(i) configure to download/pull all their email to external mail servers.

Manual forwarding/redirecting of select email messages is permitted, subject to other
provisions of McGill policies and regulations.

6.2. Authorized Users are permitted to send Broadcast Communications if the content of the
message is related to McGill’s teaching, research or administrative functions and if

0] the Authorized User is permitted to send the broadcast by virtue of their function or

(i) the Authorized User is permitted to send the broadcast to individuals that have
knowingly subscribed.

6.3. Authorized Users who are part of administrative units shall send Broadcast Communications in
accordance with IT Documents for Security best practices, formats and attachments.

Public Websites

7.1. An Authorized User who publishes information on a McGill-Sponsored Public Website shall
ensure that the content does not violate this Policy, any other University policy, directive or
procedure or any applicable laws or regulations.

7.2. No external or commercial advertising shall appear in any McGill-Sponsored Public Website
without the prior written approval of Communications and External Relations who shall consult
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unless written authorization has been obtained from IT Services.

8.3. Authorized Users shall not connect any network devices (including switches, routers, wireless
access points, VPNs and firewalls) to the University Network without prior written approval of
IT Services. Standard exceptions outlined in IT Documents do not require additional approval.

8.4. Authorized Users may only connect devices to the University Network that comply with IT
Documents related to cybersecurity.

System Administration

9.1 All McGill IT Resources shall have a duly appointed System Administrator. Where an academic
unit has not made other arrangements, researchers or their delegates are System
Administrators of the research systems they control.
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11.3.  Areportidentifying the type of access granted under 5.2 (Data) shall be prepared by the unit
heads or their delegates and provided to the CIO upon request. The CIO shall in turn report to
the Vice-President (Administration and Finance) on such activity. The report shall contain
aggregated information and shall not identify individuals by name.

AUTHORITY TO APPROVE PROCEDURES

The Vice-President (Administration and Finance) or his delegate has the authority to establish and amend
procedures necessary for the purpose of implementing this Policy.

REVIEW
This revised Policy will come into force on May 21, 2020.

This Policy will be reviewed every five years following its last review date.

Legislative History:
Approved:
Senate March 24, 2010 Minute 11B4
Board of Governors April 12, 2010 Minute 10.1
Revised:
Board of Governors April 12, 2010 Minute 11.1.3
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